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1. DEFINITIONS AND CONSTRUCTION
1.1 For the purpose of these Terms on Processing of
Personal Data (“TPD”) the following expressions shall
have the meaning hereby assigned to them unless the
context would obviously require otherwise.
1.1.1  “Agreement” shall mean the Agreement including
its Appendices.

1.1.2 “Business shall mean any working day (Monday
Day” to Friday) except Saturday, Sunday
or public holidays or holiday declared

by appropriate governmental
agencies in Sweden.
1.1.3 “Effective shall mean the date of the
Date” Agreement.
1.1.4 “EU Model shall mean an agreemen
Section using the relevant EU Model S

Agreement” as adopted by the EU Commi
for the transfer

third countries.

115 “EU
Personal
Data
Legislation’,

1.1.8 “GTC” shall mean the Navelink General
Terms and Conditions for Services
set forth in Appendix 2 to the

Agreement.

mean as described in Sub-
ix 3:1 (including all associated
provided by Navelink, from

1.1.9 “Project”

escribed in Sub-

shall mean the privacy and personal
data legislation applicable to the
rocessing of personal data,
including the EU Personal Data
Legislation, and such legislation as
may replace the aforementioned
legislation from time to time (and in
case of discrepancies or
contradictions between different rules
or regulations, the one which
provides the highest degree of
privacy and/or information security
shall apply).

1.1.12 “Supervisory shall mean any court, regulatory

Authority” agency or authority which, according
to applicable laws and/or regulations
(including the Regulatory
Requirements), supervises privacy
issues and/or the processing of
personal data.
1.1.7 shall  mean Regulation (EU)
2016/679 of the European Parliament
nd of the Council of 27 April 2016 on
rotection of natural persons with ——
rd to the processing of personal 1.1.13 “TPD shall mean these Terms on
data and on the free movement of Processing of Personal Data.
such data, and repealing the
Directive 95/46/EC (General Data
Protection Regulation), and any
amendments made thereto. 1.2 Construction
1.2.1  Non-capitalized terms and expressions used in
these TPD, e.g. ‘data subject’, ‘controller’, ‘personal
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data’, ‘processing’, ‘processor’, ‘third country’ etc.,
shall be construed in accordance with the meaning
given to them in the EU Personal Data Legislation.

2. SPECIAL UNDERTAKINGS OF THE PARTIES

2.1 Roles, ownership of personal data, processing and

purpose

2.1.1  The Customer shall be regarded as a controller of
all personal data processed on behalf of the
Customer and in accordance with its instructions.
Navelink shall be considered a processor of the
personal data processed on behalf of the Customer.

2.1.2 Navelink may only process the Customer's
personal data for the Purpose and to the extent it is
necessary for the fulfilment of Navelink’s obligations
under the Agreement.

2.1.3 Navelink acknowledges that, between the Parties,
all rights, title and interest in the personal data
processed as a result of the Agreement is vested
solely in the Customer, irrespective if Navelink is
considered to be a controller of personal data.

2.2 Special undertakings of the Customer

2.2.1 The Customer undertakes to:

a) ensure that there is a legal ground for processin
the personal data covered by the Agreement;

b) ensure that the data subjects, as required by t
Personal Data Legislation, have received suffi
information regarding the processing, includ
information on that Navelink may process th
personal data on behalf of the Cus ;

c) immediately after it is brought to
attention, inform Navelink
rectified, updated or delet

to Navelink’s processing;

d) inatimely manner, provi
documented instructions
processing of pe

appendix 3: 1

international o ization, unless required to do so
by Regulatory irements; in such a case,
Navelink shall inform the Customer of that legal
requirement before processing the personal data,
unless such information is prohibited by the
Regulatory Requirements on important grounds of
public interest;

b) ensure that such employees (of Navelink or its
subcontractors) which process personal data on
behalf of the Customer have committed themselves

to confidentiality or are under an appropriate
statutory obligation of confidentiality;

c) take all measures required pursuant to GDPR,
Article 32;

d) taking into account the nature of the processing,
assist the Customer by appropriate technical and
organizational measures, insofar as this is possible,
for the fulfilment of the Customer’s obligation to
respond to requests for exercising the data
subject’s rights | own in the EU Personal Data
Legislation;

e) except in cases of

onal data breach, upon a
Customer, assist the
ompliance with the
R, Articles 32 to 36

mpliance  with

ute to audits, including
he Customer or another

Customer instruction infringes the
ata Legislation.

agree that the security measures taken
Navelink, listed in Sub-appendix 3:1, fulfils
link’s undertakings in Section 2.3.1c) and

SUBCONTRACTORS

1 Navelink shall be entitled to engage subcontractors

acting as sub-processors of the personal data under the

condition that such subcontractors are bound by a

written contract, which states that it must adhere to the

same data protection, privacy and audit obligations as

Navelink under these TPD.

3.2 Should Navelink wish to engage a subcontractor, it shall
notify the Customer in advance. The Customer may
always, within five (5) Business Days from receipt of the
notification, object to Navelink appointing that specific
subcontractor. Should Navelink, despite the Customer’s
objection, decide to appoint the subcontractor, the
Customer’ may, within five (5) Business Days from
Customer’'s receipt of Navelink’'s notice on the
subcontractor, terminate the Agreement upon sixty (60)
days written notice, in which case Navelink shall refund
any prepaid fees relating to the period following expiry
of Customer's notice period. Should Customers’
objection be supported by justified reasons, Navelink
may not engage the subcontractor for processing of
Customer’s personal data during the Customer’s notice
period. Navelink shall remain the Customer’s sole point
of contact, unless otherwise agreed.

3.3 For the avoidance of doubt, the Customer fully and

explicitly consents to the use of the subcontractors with
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whom Navelink has agreements in place with at the time
the Agreement enters into force.

Section Agreement or any other measure replacing
the EU Model Section Agreement. Navelink shall be
4. AUDIT RIGHTS AND LOCATIONS authorized to enter into such EU Model Section
The Customer shall have the right to perform audits of Agreements with subcontractors on behalf of
Navelink’s processing of the Customer’s personal data Customer.

B
iR

(including such processing as may be carried out by
Navelink’s subcontractors, if any) in order to verify
Navelink’s, and any subcontractor’'s, compliance with
the TPD and the EU Personal Data Legislation.

4.2 As a first measure in an audit by a Controller, Navelink

will upon reasonable notice (whereby a notice period of

REMUNERATION

The remuneration for Navelink’s undertakings under
these TPD shall, unless otherwise stated in this Section
6, be included in the remuneration paid by the Customer
under the Agreeme otwithstanding the aforesaid,
Navelink shall alway. case of the Customer's

twenty (20) Business Days shall always be deemed
reasonable), make available to the Customer, any
written instructions or policies covering the relevant
processing and provide written descriptions of its
processes as well as the technical and organizational
security measures, to enable an off-site review.

4.3 If Navelink is not able to provide such information as set
out in Section 4.2 or the off-site review is not deemed
sufficient, Navelink will, during normal business hours implementation of technical
and upon reasonable notice (whereby a notice period of s, in addition to those
twenty (20) Business Days shall always be deemed i i 1 and this would cause a
reasonable, such notice should also include a detaile en Navelink shall be
agenda including the intended purpose), provide an
independent auditor, appointed by the Custome
approved by Navelink, reasonable access to the
of facilities where Navelink is carrying out processi
activities on behalf of the Customer, to personnel and
all information relating to the pro ing of the . e GTC.
Customer’s personal data. The audi
with Navelink’s work rules, securi
requirements and standards
visits.

instructions or other req s under the TPD requires
in addition to what is
greement, be entitled
work on a time and
xample, Navelink’s

r the adjusted remuneration shall,
e governed by the provisions

Unless terminated earlier due to a material breach of

the terms of the Agreement, or in accordance with

Section 7.2, the TPD shall remain in force until the

termination or expiration of the Agreement, whereupon

it shall terminate automatically without further notice.

7.2 Either Party may terminate the TPD by giving the other
Party six (6) months written notice.

7.3 On termination of the TPD for any reason, Navelink
shall cease to process the personal data processed on
behalf of the Customer and shall, at the Customer’s
expense, provide for the return to the Customer (or its
nominated Third Party) of all such personal data
together with all copies in its possession or control
unless storage of the personal data is required under

4.6 The Cus 'S [ the Regulatory Requirements. If the Customer does not

v respond to Navelink’s offer to return the personal data
processed by it under this TPD, within a period of sixty

(60) days from when the offer was made, Navelink will

be entitled to delete any such personal data, including

an internatio
through the use
is in accordance

organization (including inadvertently
oud based IT solutions) unless this
the Customer’s instructions or

otherwise is in accord e with the TPD. copies thereof, unless storage of the personal data is

5. INTERNATIONAL PERSONAL DATA TRANSFERS required under the Regulatory Requirements.

5.1 Use of sub-contractors established outside the EU/EEA 8. MISCELLANEOUS

5.1.1 If the Customer’s personal data is to be transferred 8.1 Either Party may assign its rights and obligations under
to and processed by a sub-contractor located the TPD without the prior written consent of the other
outside the EU/EEA, Navelink is obliged to ensure Party.
that is a legal ground for such processing the 8.2 The TPD sets forth and constitutes the entire agreement
personal data outside the EU/EEA, by ensuring that and understanding between the Parties with respect to
the sub-contractor accedes to the EU Model the subject matter hereof and all prior agreements,
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understandings or promises with respect hereto are
superseded hereby.

8.3 No amendment, modification, release or discharge of
the TPD shall be binding upon the Parties unless in
writing and duly executed by authorized representatives
of both Parties.

9. GOVERNING LAW AND DISPUTES

9.1 Provisions on governing law and disputes are set forth
in the GTC.

N
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